[OFFICE LETTERHEAD: County/City/Township of [Name], Office of the Clerk]
[Date]
Regional Director, CISA Region [#]
Cybersecurity and Infrastructure Security Agency
By email: [CISARegion#@cisa.dhs.gov]; contact@cisa.dhs.gov
cc: [State Election Director / Secretary of State]; U.S. Election Assistance Commission, Testing and Certification Program; [County Clerk, if a municipal request]
Re: Request for technical assistance — physical configuration audit of voting equipment in [Jurisdiction]
Dear Regional Director:
As the election official responsible for the custody of voting equipment used in [Jurisdiction], I request that CISA provide technical assistance under 6 U.S.C. § 659 by conducting, or arranging and supervising, a physical configuration audit (PCA) of a sample of our voting equipment. I also invite the U.S. Election Assistance Commission to review these fielded units under Section 8 of its Testing and Certification Program Manual.
Equipment. [Number] [manufacturer/model, e.g., ImageCast Precinct 2 (PCOS-330A) tabulators], [ballot-marking devices], and [election management system components], certified as part of [voting system name and version].
Reason for the request. [Describe the specific, documented observation, for example: “Identifying labels on units in our inventory differ from the unit documented in certification testing: serial prefix [XXX], configuration suffix [-00X], and origin label ‘[as fielded]’ versus ‘[as certified]’.” Attach photographs.] We have not concluded that any equipment was altered or that any result is inaccurate. We are asking for an independent physical verification to resolve the discrepancy.
Requested scope.
1. Inventory each sampled unit’s serial number, configuration suffix, origin label, and hardware revision, and compare it against the certified configuration.
1. Inspect at board level for modem, cellular, Wi-Fi, Bluetooth, Ethernet, or other communications components, and determine whether each is present, connected, or capable of being enabled.
1. Compare installed firmware and software against the certified trusted build by hash comparison.
1. Review system, audit, and communications logs for any network or radio activity, particularly during early voting and before polls closed on election day.
1. Request hardware and software bills of materials from the manufacturer and identify the facility where the sampled units were manufactured.
1. Provide a written report of findings to this office, with a public version redacted only as security requires.
Preservation. Pending the audit, this office will keep the sampled units sealed and will defer non-emergency vendor maintenance, updates, or replacement of those units, consistent with state law. The audit should be performed by CISA personnel or examiners CISA selects who are independent of the manufacturer.
Timing. This request is not intended to delay any canvass or certification. We ask that the audit occur before any scheduled vendor service, update, or equipment replacement.
Please contact me at [phone/email] to confirm whether CISA can provide this assistance and to identify a point of contact.
Respectfully,
[Name]
[County/City/Township] Clerk
[Address]

