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Executive Summary 

 

The Dominion Voting Systems Patent US8,876.002B2 dated Nov 4, 2014 details 

how Dominion voting machines support pre-election Logic and Accuracy testing 

(Pre-LAT) system. 

 

This patent outlines the technology concepts and design of Dominion with respect to 

maximizing automation in the election configuration, ballot generation, processing, 

and testing process. The outcome is to save the maximum amount of time through 

automation with features and functionality that make it unnecessary to have 

humans in the loop of running elections with various configurations that impact the 

ballot configuration, vote casting, tabulation process, processing of ballot images, 

and final tallied vote totals. 

 

The specific incident in Antrim county is related to the features and the 

functionality outlined in this patent; if any of the automated configuration and 

testing functionality implemented by Dominion were to be abused in a systematic 

fashion, modification of election outcomes would be trivial for an attacker. Patents 

do not specify the precise implementation of the features or functionality and the 

only way to determine the precise functionality implemented is to review the source 

code of the operational systems using this patented technology. 

 

Details 

 

Here is an excerpt from the patent that speaks extensively about the use of 

networked functionality to allow for testing at scale in larger jurisdictions: 

 

Additionally, the network communication device 28 

enables the Voting machines to have polls opened in pre-LAT 

mode remotely over the network. Pre-LAT polls mode is a 

standard mode of operation for a voting device for conducting 

Pre-election Logic and Accuracy tests. Further, the communication  

device enables the voting machines 11 to be provided 

with a vote simulation script over the network. A vote simulation 

script is a set of commands that can simulate Voting 

patterns on the machine even to the level of providing pre 

canned scanned ballot images or PDF images of ballots with 

machine generated marks for testing the vote interpretation 

engine on the tabulator. The communication device 28 also 
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enables the voting machines 11 to be remotely instructed to 

run pre-LAT activities such as interpreting vote simulation 

Scripts and images, performing image calibration procedures, 

Verifying all system components for readiness and proper 

function, self printer test etc. Finally, results of all Pre-LAT 

tests can be communicated back to the EMS through the 

communications device 28. 
Further, the network communication device 28 allows the 

Voting machines 11 to have pre-LAT polls opened remotely 

over the network, have pre-LAT polls closed remotely over 

the network and can communicate pre-LAT results back over 

the network. Additionally, the pre-LAT polls can be closed 

manually and can communicate pre-LAT results back over 

the network. 

Thus, the Voting machines 11 can be programmed with an 

election ballot from over the network, have pre-LAT polls 

opened remotely over the network and then disable all net 

work ports thru the tabulator firmware and software. Further, 

the Voting machines 11 can be programmed with an election 

ballot from over the network, have pre-LAT polls opened 

remotely over the network, have pre-LAT polls closed manu 

ally and then disable all network ports. 

Use of a Network to Prepare Voting Machines 

Typically the warehouse process cycle consists of the fol 

lowing functions (see FIG.3): Storage and maintenance 100: 

Test 101: Repair 102: Machine Preparation 103; Pre-LAT 

104; Distribution 105: Acceptance back after election 106: 

and Escrow storage 107. 

 

 

The Dominion Voting System’s patent states that their machines have network 

connectivity that can be used to open the polls for pre-LAT activities. Being able 

to remotely open the polls using networked devices raises a number of questions 

related to the network security.  

 

• What authentication controls the level of access to the voting machines using 

the remote access? 

 

• What safeguards are in place to protect the mode of operation of the voting 

machines; for instance, what prevents a technician from placing the machines 

in the Pre-LAT mode during the time of an election, and how are such mode 

changes logged for security review? 
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The patent also indicates that a vote simulation script is used to produce votes and 

enable counting of votes for pre-LAT purposes. The vote simulation script includes 

additional features such as the ability to generate “pre-canned” ballots to scan.  

 

• This script is configurable to generate various election results for testing 

purposes 

• The results from the pre-LAT activities are reported back to the EMS for 

logging and validation of a successful test 

 

It is unclear from the patent if all parts of networked voting machine infrastructure 

are properly logged when they are operating in Pre-LAT mode. Given the far-

reaching interaction of the pre-LAT scripts across all of the voting machine 

infrastructure it is imperative to review the original source code of the pre-LAT 

scripts used by Dominion, their sub-contractors (eg ElectionSource) and the county 

staff. A review of the pre-LAT script source code would illuminate all of the ways 

that the networked voting machine infrastructure is manipulated to test. Moreover, 

to truly understand the impact and methods of the pre-LAT script, the source code 

for the tabulators, EMS, and other listener servers would be required to make an 

assessment. 

 

In Antrim County, there was no evidence of pre-LAT test results on the EMS. The 

use of automated scripts designed to generate votes comes with inherent dangers, 

not the least of which is the fact that the script could fall into the hands of a 

malicious actor that wants to use those techniques for fraud. 

 

The versatile pre-LAT set of tools used by Dominion to test the networked voting 

system is pivotal to understanding whether what happened in Antrim county is 

attributable to a script that is of the same parentage as pre-LAT scripts, or if the 

error was purely human in nature. 

 

In order to determine if a pre-LAT script was used in Antrim County, it is critical 

that the source code be reviewed for the script(s) itself and the appropriate 

investigative steps be taken to determine if the scripts run to change the vote 

counting in Antrim are of the same parentage.  
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The source code for all elections systems is required to be retained by the Michigan 

Secretary of State in a third-party escrow account. The Michigan Election Code 

states the following: 

168.797c Computer program; disposition and use of source code.  

Sec. 797c. A person or company providing a computer program that examines, counts, tabulates, and 

prints results of the votes cast by a voter on an electronic voting system shall place in an escrow account a 

copy of the source code of the program and any subsequent revisions or modifications of the source code. 

The secretary of state or an authorized agent of the secretary of state shall agree to use the information 

contained in the source code solely for the purpose of analyzing and testing the software and shall not 

disclose proprietary information to any other person or agency without the prior written consent of the 

vendor.  

Here are the relevant definitions of the terms above: 

168.794 Definitions used in MCL 168.794 to 168.799a.  

Sec. 794. As used in sections 794 to 799a:  

(a) "Audit trail" means a record of the votes cast by each voter that can be printed, recorded, or visually 

reviewed after the polls are closed. The record shall not allow for the identification of the voter.  

(b) "Ballot" means a card, ballot label, paper ballot, envelope, or any medium through which votes are 

recorded.  

(c) "Ballot label" means the display or material containing the names of offices and candidates or the 

questions to be voted on.  

(d) "Counting center" means 1 or more locations selected by the board of election commissioners of the 

city, county, township, village, or school district at which ballots are counted by means of electronic 

tabulating equipment or vote totals are electronically received from electronic tabulating equipment and 

electronically compiled.  

(e) "Electronic tabulating equipment" means an apparatus that electronically examines and counts votes 

recorded on ballots and tabulates the results.  

(f) "Electronic voting system" means a system in which votes are recorded and counted by electronic 

tabulating equipment.  

(g) "Escrow account" means a third party approved by the secretary of state for the purpose of taking 

custody of all source codes, including all revisions or modifications of source codes.  

(h) "Source code" means the assembly language or high level language used to program the electronic 

voting system.  

(i) "Voting device" means an apparatus that contains the ballot label and allows the voter to record his or 

her vote.  

(j) "Voting station" means an enclosure provided to ensure ballot secrecy during the voting of the ballot. 

(k) "Memory device" means a method or device used to store electronic data.  
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The benefit of analyzing source code from the third-party escrow account is the fact 

that all original source code and changes to the source code must be stored with the 

third-party to ensure that changes that impact any election voting, tabulation, 

reporting, and testing is memorialized for authorized investigations. The Michigan 

Election Code (law) provides for this transparency to ensure the integrity of the 

election system. 

 

Source code is required to perform this evaluation from the following systems and 

technical tools: 

• All scripts (source) used for pre-LAT activities 

• All source code associated with all the varieties of tabulators, EMS, poll 

books, and other networked servers 

 

 

Under the penalties of perjury, I declare that I have read the foregoing report and 

that the fact stated in it are true. 

 

 

 

___________________________ 

James Thomas Penrose, IV 

Date: 5/15/2021 





 

          
          

        
    

   
    

  

       
      
      

   

       
  

          
       
     

    

     

    

      

    
     

      

        
  

   
   

   
     
      

     
           

   
       

 

   

        
       
        
        
         
       
       
        
        
          
         
         
          
          
          
          
         

 
     

          

  

          
         

           
         

           
           

        
          
        
          

         
           
           
       

     

     

  

 
  

  

  
  

  
 

 

   
  

  
 

  
 

  



   
  

        
         

           
        

                
           

              
         
            

  



            

  

 
 

 

 
 

  
  

  

  
  

 

 
 

 

 
 

  

  



            

 
 

 

 
 

 

 
 

  
  

   

 
 

 

 
 

 

  

  

  

  

  

  

  

  

  

  

  

  



            

  
   

  
 

  
  

 
 

 
    
 
 
 
 

 

 

    
 

     
   

  

    
 

 

  

    

  

    

  



            

 
 

  

  



            

  

  



            

  

  



            

    
      

      

   

     
        

     

  
 

    
          

      

  

    
       

      

    

     
       
    

    

     
       

    

   
        

     

   
 

     
        

     

  

  

  

  

  

    

  

  

    

  

  

  

  

  

  

  

  

    

    

  

  

  

    

  



            

 
 

 

  
  

 

 
 

 

 
 
 

 

 
 

 

  

  



   
 

   

    
   

    
  

        
        
        

          
       

 

        
          
        

       
     

        
       
      

       
       

       
          

        
         

          
         

          
        

        
        

        
      

         
          

         
         

      
       

           
         

 

           
 

       
         
           
        

         
         

         
           
         
         
        

         
        

         
        

         
         

         

 

 

 

 

 

 

 

 

 

 

 

 
          

         
           

         
          
        

          
           
         
          
        
       

        
          

         
        

        
         

         
         
         

         
         
          
        

        
         

         
  

         
        

   
          

        
        

       
        

     
       

         
         

           
          

          
           

         
          

          
            

       
          

          
           

        
            

            
       
          

          
            

          
         

           
           

        



   
 

       
        

 
       

          
         

         
        

        
          

       
         

          
           
           

          
        

         
  
        

          
         

             
          

      
     

           
  

        
          

 
        

          
    

        
           

         
  

        
         

       
       

         
        

          
           

         
          
        
       

           
           

         
 
         
        
    
          

        
          
           
          
          

        
         

   

 

 

 

 

 

 

 

 

 

 

 

 
        

         
          

     

     

        
         

        
         

     
           

   
          

  
           
  
           
      

           
      
             
        
            

     
           

  
           

  

    

          
          

           
         

            
           
        

           
      
           
           

           
  

        
        

         
        

          
            

       
         

       
       

          
  

           
         
             

             
           

              
           
           



   
 

         
         

           
  

          
         

           
          

           
           
         

          
    
        
          

         
        

          
         
         

      
          

          
          

         
          

           
           

           
          
        

         
          

        
       

        
          

          
   

        
         

         
         
         

        
  

          
         
          

         
          

         
         

       
        

         
        

        
        
    

     
 

 

 

 

 

 

 

 

 

 

 

 
          
         

           
          

          
           

        
            

         
          

          
         
           
           

           
          

          
         

           
      

           
           

           
          
          
          

        
         

         
       

         
 

          
         

        
        

           
         

         
         

          
           

    
      

        
          
         
         

            
        

        
         
         
         
         
         

    
       

          
             

         
           

        
       

        
      



 
  

  

   

   

  

  

   

 
   

 

  
 

  
  

  
  

   

  
 

  

  

  

  

  

  

  

  

  

  

  

  

  

     
        

       
          

  
        
        

         
       

        
 
        
        

        
         
 

      
       
       

        
      

     
      
       
       

          
  
       

      
      

      
    

        
       
        

        
   
      

       
 

       
        

       
      

        
       
        

        
   
      

       
 

       
       

       
       
        

       
     

    
      

      
      

      
    

      
       
      

     
      
      

 
       

       
       

       
        

       
        



  
  

 
 

 

 
  

  
  

  

  
 

  
 
  

  

   

 

  

        
  
      

       
 

       
         
      

       
     

      
       

         
    

        
      
       

   
         

      
       

     
        

 
       

        

 

  

           
           

      
           

          
        

          
  

       
          
             

        
        

        
          

       
         
          

      
         

         
          
          

        
          

          
          

       
        

           
       
  
        
         

        
           

      
          

           
          

  

 

 

 

 

 

 

 

 

       
            

           
           

           
        
        

         
             

        
           

         
        

          
         

         
        
       

          
          

         
      

          
        
         
  

        
          

          
      

         
           

        
        

          
           

           
          
 



   
 

        
         
            

         
           

          
         

         
           

           
            

           
         
          

        
        

          
        
        
        
        

            
         

       
      

        
           

          
        
     

        
         

             
            

          
       
        
          

         
       

          
   
       
         

             
        
      

         
          

          
         
          

           
        

        
         

           
       
         

    
         

            
           
            

         
           

          

 

 

 

 

 

 

 

 

 

 

 

 
            
          
           

           
           

          
           
           

            
             

          
         

         
           

           
            

         
          
          

          
             

          
         

          
            

            
            
            

            
          

              
            

   
     
         

         
          
        

          
           
           

   
       
          

            
         

          
     
           

         
         

             
             
           
           

           
            

          
           

             
           

           
       

          
        
         

        



   
 

          
         
          
 
          

       
         

           
           

          
             

         
           

         
           
            

         
          
          

           
        

 
           

           
            

           
          
     

         
        

        
          

          
           

          
          

         
          

          
      

            
            

            
          

            
        
            

         
           

           
             

           
          

           
          

            
            

          
      
          

          
         
          

         
         

 

 

 

 

 

 

 

 

 

 

 

 

 
          

           
          
           

           
         

         
          
          
           
           

             
          

    
        
            
            

         
           
         

          
         

            
         

        
 

         
            
           

           
       

           
          

          
           

          
        

          
         

            
        

           
          

            
       

            
          

           
        
         
          
            

         
          

         
          

           
          

           
         

         
          
        

           
        
          

   



   
 

        
         

        
   

    
         

  
   
          

       
  
         

     
        

      
         
         
 

        
        

       
         
       

       
       

       
  

       
          

        
         

    
          
         
          

           
           

        
       

           
         
          
         

      
          
         

         
          
         

 

 

 

 

 

 

 

 
           

       
          

      
          

     
          

      
           

         
         

           
  

           
         

      
 

           
         
         

         
     

  
         

      
        

       
      

        
        

       
         

      
       
      
       

  
         

       
          

      
        
     

          
      

          
      

          
       

     


